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—Simulation for Cost
Performance Analysis—
(Cost Management)

Toshifumi TAKADA

Professor, National Chung Cheng University, Taiwan
ttakada0830@gmail.com

Abstract

This study focused on the Computer Integrated Manufacturing (CIM) of a

Research Question
manufacturing company producing precast concrete products using a simulation technique.
CIM integrates information among segments of marketing department, manufacturing

department and warehouse department. In this study, we use a virtual company (MKS

Company) producing precast concrete products as the company will be sustainable if it can
solve the problem of critical path. Internet of Things (IoT) can contribute to shortening the

path by communicating and thus sharing information in each department simultaneously.
The result of simulation shows the cost performance of IoT is positive. Market

Department collects client information and market information. The collected information
is gathered together and is forwarded to Manufacturing Department. Plant manager issues

a job order. As MSK must a manufacturing products by Make to Stock method. The job
order must be based on the correct market information.
With [oT enables MSK to make a correct estimation of the necessary quantity of
production. MSK can minimize the Opportunity Loss and Unsold Product Loss. On the

other hand, MSK must be patient to suffer a large amount of Opportunity Loss in case of

Without IoT. Simulation shows that MSK can decrease almost 90% of Loss by IoT.
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|.RESEARCH QUESTION IoT. This study shows it by simulation. In

theory, this study shows the foundations of

1-1. Research Question measuring cost-performance by a simplified

) method. Researchers can develop this study to
This study focused on the Computer S
) more realistic situations.
Integrated Manufacturing (CIM)') of a
) ) Prior studies in IoT are concentrating
manufacturing company producing precast ] )
) ) . ) on engineering research of IoT tools or on
concrete products using a simulation technique.
) . ) IT architecture. This study is focusing on
CIM integrates information among segments of o .
) ) economic side of IoT (cost-performance) in
marketing departments, manufacturing o ) ) ) o
addition to the integration with CIM. This is
departments and warehouse departments. In
) ) the difference of this study from prior studies.
this study, we use a virtual company (MKS

Company) producing precast concrete products 1- 2. Theoretical Background

as acompany that will be more sustainable if it )
- ) ( 1) Marketing Department
can solve the problem of critical path (series of i
The marketing department of

tasks needed the longest time). Internet of )
MKS needs to know the delivery

Things (IoT) *) can contribute to shortening the .
date of concrete products. Clients

path by communicating and thus sharing . .
are construction companies and

information in each department simultaneously.
they need the concrete products

This study contributes to both sides of )
as soon as possible when they get

practice and theory. In practice, many business )
a construction contract because

organizations are thinking to introduce IoT but
the precast concrete products

they don’ t know the cost-performance of IoT; o
are needed at the beginning

how much costs they can save by introducing . .
of construction. People in the

No.42 FEIEFERZIT] 2020/08



Marketing Department always
contact the construction companies
and civil engineering offices to get
information about the construction
market. When a construction
company gets a contract, it orders
the concrete products from MKS.
If MKS has the inventories in its
warehouse, the delivery can be
made at the date ordered. If without
inventories, as the lead time of
concrete product production is
usually a few months, MKS will

miss the chance of sales.

( 2) Manufacturing Department

If the precast concrete production is
‘Made to Order’ *) production,
MKS’ s manufacturing department
can wait for the sales invoice from
the marketing department. As
mentioned above, such a production
method is impossible because the
lead time of the delivery will be a
few months and the construction
companies (customers) can’ t wait
for such a long time. If MSK
doesn’ t have finished products
inventories at the time of order, the
customers will order the concrete
products from another vendor.

The manufacturing department must
begin the production process based
on the information collected by the
estimation of the marketing

department. The products are made

No.42 ESFERZEAT] 2020/08

by ‘Make to Stock’ *) production.
If the produced products are not
ordered from a customer, the sales
to another customer will become
difficult or impossible and result in
loss. The manufacturing department
faces this difficulty. If MKS can
have enough finished products
inventories at any time, it is easy for
them to survive but such inventories
will become unsold loss.MKS must
find away to minimize unsold loss.
The manufacturing department
needs the correct information of the
market estimated by the marketing

department.

( 3) Warehouse Department

The warehouse department is
responsible for the inventory of
finished products, inventory of
materials (sand, concrete, steel net),
molds and logistics. This
department also faces several issues
to be solved, as the products when
they are unmolded are not the
finished products.A few months are
needed to dry the products as the
molds are very heavy and
warehouse space is limited, and it is
difficult to find a specific mold in
the warehouse.Some persons in the
marketing department are
influential veterans among the
warehouse department personnel

and they can reserve products



before orders from customers and
they can release reserved products
when a customer does not win
acompetitive bid. Such unsold

products will become losses *).
CIM and IoT will solve these problems.
We will use a simulation technique to do
cost performance analysis of [oT.IoT needs
sensors. New and reasonable sensors are being
developed day by day. In addition, as the new
sensors are sophisticated and connected to
computers. In this study, we don’ t show how
to integrate IoT and CIM and this will proceed

our research frontier to this aspect.

Computer Auflit Association
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II. PRECAST CONCRETE
PRODUCT INDUSTRY IN
JAPAN

2-1. Precast concrete products

The precast concrete product industry in
Japan developed after World War 11 ( 1945).
The products consisted of fourkinds of
products:U-shape gutter, box culvert, Hume
pipe and pile.

( 1)U-shape gutter
U-shape gutters are used for
waterways along the sides of paved
roads for a drain. Japan has lots
of rain and paved roads cannot
absorb the rainfalls. In addition,
the Japanese government had a
policy to increase rice production
in the 1950s and 1960s. Rice fields

needed the waterway, and U-shape

gutters were used for that purpose.

No.42 EEIEFERZHAT] 2020/08
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(2) Box culvert

Large box culverts are used for
having a space of wareroom or
underground carparking space.
Small and medium ones are used

for underground multi-purpose

ducts. It is widely used in big

( 3) Hume pipe

A Hume pipe is a round pipe used
for waterways and drains. Ceramic
pipe was used for this purpose
before 1945. As heavy traffic such

as trucks and buses ran on roads,

cities to hide utility poles. Urban
landscape is improved by moving
poles underground using a box
culvert. Electricity, telephone and
telecommunication lines also can be

moved underground.

such pipe was easily broken. Hume
pipes substituted for ceramic
pipes. Hume pipes were used for
waterways, agriculture irrigation

and sewage.
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(4) Pile

A pile is used for the construction
of tall buildings. Tall buildings
are so heavy that they will sink
without supports. The pile became
a new product in this industry in the
1960s. Before then, tall buildings
had to be built on very solid land

or a big tree was used to support

Computer Auflit Association
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the building. At the time of renewal
construction of the Tokyo Station
building, pine trees were found
beneath the old building. Now the
construction of very tall buildings
has become possible because piles

can be used to support the building.

2-2. Market of precast concrete
product industry

( 1) Construction markets

Precast concrete products are
used in construction of logistics
(road, highway, harbor, airport),
buildings and plants, infrastructure
(waterway, sewage, electricity,
telephone, and Internet), agriculture
(rice field irrigation), urban
street (multi-purpose duct, space
for stock room/ parking), etc.
The market can be divided into
private sector and public sector.
The public sector market is large

because the Japanese government,

local governments, public
utilities companies, and public
companies have big budgets for
such construction. Big general
construction companies have had
lots of construction work after
World War II. They can get the
contracts by a competitive bid
from the Japanese government
and local governments. Large
general construction companies
and small and medium construction
companies attend the bid. The

market is very competitive.

( 2) Competitive bid and time constraint

When a company wins a bid,

No.42 EEIEFERZHAT] 2020/08




the company starts the work
immediately as it must finish the
work before the end of fiscal year
March in many cases. Very large
construction contracts continue for
several years but they rush to start
the work because the time to finish
the contracts is very severe. No one
knows who will win the bid. The
company who submits the lowest
price will be the winner. It is said
that collusions before a bid among
companies are popular in Japanese
public markets. Such behaviors are
illegal.

Competitive bidding is ordinarily
done in June or July as the Japanese
government budget is to be passed
at the Parliament in March. After
the budget is assigned to each
Ministry, the Ministry prepares
the bid in April and May. A
construction company that wins
the bid can start the work after the
bid.July or August is the beginning
month of construction, and precast
concrete products are to be used at
the first stage of construction. For
example, piling is the first work of
constructing a building; that is, piles

are needed prior to other work.

(3) Production process of precast

concrete products
Cement, sand and pebble are

materials (concrete). Steel net is

No.42 ESFERZEAT] 2020/08

set within a mold and concrete is
inserted into the mold. After that,
in the case of U-shape gutters and
box culverts, the mold is vibrated
and in case of Hume pipe and
pile, the mold is rounded at high
speed. In the case of pile, the mold
is heated in an oven but the other
three products are not heated.
When the products are unmolded,
the shape of the products look like
finished products, but they are not
completed. To get enough strength,
a few months of drying process is
needed under the sunshine. This
means that a precast concrete
product company can deliver the
product to a construction company
after the drying process.The
construction company must wait for
the process to be completed.

For the construction company,
waiting for the concrete products
is wasting time. Because a
construction company cannot afford
to waste time, the company requires
the concrete products as soon
as possible at the time when the
company wins the bid. Well, what is

the solution for this requirement?

(4) Solution

Precast concrete products can be
‘Made to Order production for

the private sector market, but this



production method is impossible
for the public sector market because
of the customer requirement. The
manufacturing companies solution
is “Make to Stock’ production.
They must have stocks of finished
products and be ready to deliver the
products as soon as the orders have
come. This is a big risk for them
because if a customer does not win
the bid, the produced products for
the customer will become unsold
loss.

The concrete production company
MSK®)has specific customers (construction
companies) and when such customers win a bid
they are sure to order the concrete products
from MSK. If the customer construction
companies missed the bid they will not order
the products, but MSK must prepare the stock;
this is the ‘Make to Stock’ production method.
Unsold finished products will result in loss for
MSK. Minimizing the loss is an objective of a
precast concrete product company’ S
management. To accommodate customer
satisfaction, MSK needs information from the
market, manufacturing and warehouse
departments. All the information must be

integrated and shared with each department.

Computenr Auflit Association
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lll. VIRTUAL COMPANY MSK
AND CIM

3-1. Virtual company of precast
concrete products

Here we have a virtual company
manufacturing four kinds of precast concrete
products. The name is MSK Company Ltd.
(MSK). In Japan, Japan Concrete Company
is the largest company specializing in the
production of pile, whereas MSK produces all
kinds of precast concrete products. As MSK
is an all-round manufacturer in this industry,
MSK has both private sector and public-sector
markets.

MSK was founded in 1950 and was
located in prefectures of north eastern Japan.
With the Japanese government s policy of
increasing rice production after World War
11, lots of Hume pipes and U-shape gutters
were needed for irrigating rice fields. Rice
production was one of the main industries in
north eastern Japan. MSK developed with this
Japanese government policy. Irrigating rice
fields belonged to the public sector market. On
the other hand,in the 1970s, many tall buildings
were constructed in big cities and piles were
needed. MSK began to produce piles at that
time. Construction of buildings belonged to
the private sector market. Then the companies
constructing big buildings needed piles.

We use a virtual company to simplify
the practice. Real business is too complicated
to recognize the issues to be solved. Virtual

MSK Company is not a real company but it is

No.42 FEIEFERZINT] 2020/08
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necessary for us to simplify and to recognize marketing, manufacturing, and warehouse.

the core and essential issues and to get solution. Each department acquires and makes specific

information for its own purpose and the

3- 2. Winning the competitive bid computer (main frame operated by MSK
Construction companies join the headquarter office) gathers information from

competitive bid in the public sector market. the local plants and offices which have three

Both the Japanese government and local departments. The information can be shared
governments must use acompetitive bid when by each department. This is the structure of
they order the construction of infrastructure CIM.
such as rice fields, roads, bridges, highways, A plant manager makes the job orders
etc. Construction companies are required to (instructions) to the plant. Monthly, weekly
submit the blueprint of the project and the and daily job order sheets are written. All
price. The government checks the submitted manufacturing work must comply with the
documents and identifies the construction daily sheets.
company with the lowest price. Construction Plant manager s work is subject
companies give the job of drawing the to information from the personnel of the
blueprint to the civil engineering office. When Marketing Department. Marketing Department
a construction company wins the competitive personnel visit the customers and the civil
bid it can start the construction and order the engineering offices. In addition, they must
concrete products. read the trade papers to know the construction

market. They acquire the market and customer
3- 3. Production of precast concrete

products and CIM

information as precisely as possible. On the
other hand, the Marketing Department needs
As we have discussed, concrete the information of finished products and
manufacturing companies must produce

products by ‘Make to Stock’ method. MSK

expected stocks on hand at the Warehouse
Department. When they are asked the delivery
produces the products before the time when the date of products from the customers, they have
customer wins the bid and orders products from

MSK, but MSK would like to minimize the

to let them know it immediately.
The warehouse Department has the
loss from unsold stocks. How does MSK start information of finished products, products in
the production for the customer? process, materials (cement, sand, puddle), and
MSK developed Computer Integrated
Manufacturing (CIM) in the 1980s. CIM is

a production management system that uses

molds. The information must be shared with
the Manufacturing Department and Marketing
Department. Plant managers can decide the

and shares information in three departments: necessary amounts of production by knowing

No.42 ESFERZEAT] 2020/08



the stock of finished products. As the molds
of this industry are very heavy and large, it
may take a few hours to pick them up from
the warehouse. Plant managers must know
the place where a necessary mold exists. In
the case where a necessary mold is rented to

another plant, it must be returned.

IV. loT IN THE CIM CONTEXT

4-1. What is IoT installed in the
Cim?

Internet of Things (IoT) is one of the hot
issues in IT technologies. The architecture of
IoT consists of sensor, computer and
Internet’ ). As the price of sensors is becoming
lower and lower and many kinds of sensors are
developed, the collected data by sensors is
transmitted to the computer. The computer can
forward the data to another computer via
Internet. Thus, anyone can use the data for their
own purpose. The purposes are not only for
business but also for social security. For
example, one of the authors visited Mainland
China 25 years ago. At that time, many cars in
the street were speeding. The drivers are not
speeding recently because the police installed
the detector sensor camera in the street.
Speeding can be detected at once and the police
arrest the driver soon by a face recognition
system *).

Many business corporations have noticed
the usefulness of IoT in business’). They

analyze the business process to find the issues

Computenr Auflit Association
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to be solved by using IoT. Many cases have
been reported in books and journals. For
example, a company specializing in boilers
used IoT recently. Before using IoT, when the
company received a telephone call letting them
know the malfunction of the boiler the
company sent the repairment team to the user
company. The operation of the boiler must be
stopped for a few hours until it is repaired,
which causes a loss for the user. with IoT the
boiler company has a contract with the user
about installing several sensors in the boiler.
These sensors are connected the computer of
the company by Internet 24 hours per day. The
boiler company can always watch the
conditions of the boiler and they can fix
malfunctions beforehand or they can repair
them immediately after malfunction.

MSK has decided to install IoT in the
CIM. CIM can be operated without IoT but
the performance of CIM will be improved by
installing IoT within the CIM. This is inbound
IoT, within MSK. Outbound IoT connected
with outside companies is also possible but this

paper research is limited to inbound IoT.

4- 2. Architecture

The architecture of IoT consists of the
following components " ).
(1) Sensor
A sensor is defined as a device for
collecting data in each department.
Marketing Department personnel
have a tablet to input customer data

and to know the finished products
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data, the Manufacturing Department
has a camera watching the
production line, and the Warehouse
Department has a counting sensor at

each lot or space.

(2) Edge Computer, Workstation, Cloud

Computer

An edge computer is connected to
the sensor and workstation to
transfer data"). It is needed to
decentralize the big data collected
by the sensors. Each department has
an edge computer. As MSK is using

the cloud computer, the data is

department.
( 3) Internet

The Internet has become a
worldwide infrastructure now. No
one imagined the development of
the Internet when it was launched
among universities. All computers
on the Internet can be connected
to each other by LAN cable and
WiFi. Computers and other IT
technologies are also developed
along with the Internet. Big data can
be collected by sensors and the data

is transferred to computers through

transferred from edge computers the Internet.

and stored there. MSK now The Ministry of Internal Affairs and
doesn’ t have a main frame Communications of the Japanese government
computer but uses a workstation. issued a White Paper Information and
The workstation retrieves data from Communications in Japan, 2019"). They
a cloud computer and makes analyzed and forecasted IoT devices in the
necessary information for each world and Japan as follows.

Tabk 4-1. loT Devices h the industries

W ilitary/ Satellite/ Airplane: IT and hstrum ents in the cockp it, passenger transp ort system ,
monitoring system form ilitary satellite, eto.

Autom ob ik : controldevice under the hood, otherm onitorng devices connectng Intemet

Telecom m unication :netw orking device, cell lar te lecom m unication system for 2G, 3G, and 4G,

w ireless com m un ication infrastructure such asW iFiand W M M AX, telecom m unication tem hals

Com puter:com puters such as note PC, desktop PC, w orkstation, m ain fram e com puter, super com puter

Consum er goods:hom e app liances @ hite goods, digitalapp liances), perpheralequ bm ent

such as printers, portab le aud ios, sm art toys, sports and filness equ ipm ent etc.

N edicaland Ihdustrialequ ipm ent:diagnosis m agng apparatus, m ed ical apparatus, goods, testhg and m easuring m eters, etc.
consum erhealthcare equ ipm ent, autom ation (JA/BA), other industrialequ pm entsuch as lights, generators, security

goods, testng and m easuring m eters, etc.

Source:M nistry of IntemalAffairs and Com m unications, Japanese govemm ent, W hite Paper Inform ation and Com m unications n Japan, 2019.
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Tabl 4-2. IoT Devices (Japanese Yen:100m illion) in Industries

Ihdustry 2014 2015 2016 2017 2018 2019 2020
Total 170.7 205.1 241 274.9 310.5 354.4 403
M ilitary/ Satellite/ Airp lane 0.03 0.04 0.04 0.05 0.06 0.07 0.07
Autom obile 3.8 4.7 6 75 9.2 11.6 144
Telecom m unication 93.6 113.1 132.2 147.3 161.2 175.7 189.3
Com puter 19.3 21.1 22 22.2 22.1 22 21.9
Consum er Goods 33.8 38.9 453 52 59.3 67.2 76.3
Medical 2 2.3 2.8 3.4 4.1 5 6.1
Ihdustrial 18.2 249 32.7 42.4 54.5 72.8 94.9

2018-2020 forecasted data

Source:M inistry of nternalAffairs and Com m unications, Japanese governm ent,

W hite Paper Inform ation and Com m unications in Japan, 2019.

IoT Devices in the industries

Military, Satellite, Airplane: IT and
instruments in the cockpit, passenger transport
system, monitoring system for military
satellite, etc.

Automobile: control device under the
hood, other monitoring devices connecting
Internet

Telecommunication: networking
device, cellular telecommunication
system for 2G, 3G, and 4G, wireless
communication infrastructure such as WiFi and
WIMMA X, telecommunication terminals

Computer: computers such as note PC,
desktop PC, workstation, main frame computer,
super computer

Consumer goods: home appliances
(white goods, digital appliances), peripheral
equipment such as printers, portable audios,
smart toys, sports and fitness equipment, etc.

Medical and Industrial equipment:
diagnosis imaging apparatus, medical
apparatus, consumer healthcare equipment,

automation (IA/BA), other industrial

equipment such as lights, generators, security
goods, testing and measuring meters, etc.
Source: Ministry of Internal Affairs and
Communications, Japanese government, White
Paper Information and Communications in

Japan, 2019.

4-3. Issues to be Solved by CIM
with loT

(1) Aim to use IoT
IoT devices have been used by
many industries and the aim of
using them is to identify issues in
business processes or machines and
to bring them to everyone
concerned. This is called
“visualization” by several
industries in Japan. Sensors can
collect data; CCD cameras collect
photos, motion sensors collect body
motions, smoke sensors collect
smoke, thermometers collect fever
and heat; etc. Such data is

transferred from sensors to the edge
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(2) Issues to be solved by IoT at MSK

computer used to be responsible for this
judgment. After they retired
Issues to be solved depend on each from MSK, Al is doing this job.
company. In case of MSK, we (b) Capturing unidentified market
identify the following issues to be

solved by IoT in the CIM context.

information: Each person in the
Marketing Department of MSK
(a) Watching manufacturing process (market personnel) has a tablet
in real time: Three elements with application software for
are needed to make precast customer management. MSK’ s
concrete products: concrete customers are the companies
(cement, sand, and puddle),

mold, and steel net. MSK has

purchasing concrete products

from MSK. Market personnel

eight lines of production; two collect market information

lines for each product (U-shape about specific construction

gutter, Hume pipe, box culvert, from trade papers, civil

and pile). Plant managers send engineering office personnel,

a weekly instruction sheet and customer companies and

to line managers. Each line input the collected information

manager must have prepared in the tablet. All the tablets

mold and its steel net by the are connected to the edge

day prior to production. A mold computer by Internet and the

with a steel net is set under data is transmitted to the plant

the concrete inserter of each manager.

line. Concrete is liquid but it (c) Sharing inventory information

doesn’ t flow like water, so a

among each department:

U-shape gutter and box culvert the Warchouse Department

must be vibrated and a Hume . . .
is responsible for inventory

pile and pile must be turned management. Inventories for

around in order to release
the precast concrete company

air from the concrete. CCD . .
are materials (cement or liquid

cameras are installed to watch
concrete, sand, puddle), molds,
steel wire, unmolded products

to be dried, and finished

the process above and Al makes
judgments about the timing

of completing the insertion of ) .
. products. These inventories are

concrete. Experienced workers
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stored in a warehouse and stock
yard. The warehouse and stock
yard have slots (spaces) where
inventories are stored. Plant
managers need the information
about materials, molds and
steel wire. Personnel in the
Marketing Department need
the information about finished
products. The information kept
by the Warehouse Department
is shared by other departments.

V. SIMULATION FOR COST
PERFORMANCE OF loT

5-1. Objective

The objective of the simulation is to
confirm the IoT cost performance by
comparing Opportunity Loss and Unsold
Product Loss between With IoT and Without
IoT"). We focus on IoT about the market
information collected by the Marketing
Department. If IoT contributes to decrease the
loss amount, it is performance of loT. We use a
simulation technique because it has advantages
for this kind of research. Opportunity Loss is
defined as the loss which accrues when MSK
has missed the customer order in case the stock
of finished product is zero. Customers cannot
wait for the lead time of production, so they
will order products from another company. loT
of CIM context may minimize Opportunity

Loss.

Computenr Auflit Association
e iRy

If MSK has enough inventories of
products, Opportunity Loss will decrease but
Unsold Product Loss will increase. MSK must
use Make to Stock production method and it
may have some amounts of unsold products
at the term end. Such amounts will become
losses. Unsold Product Loss and Opportunity
Loss is in a trade-off relationship.

By using a simulation technique, we will
calculate these losses and costs and compare
these amounts in both with IoT and without loT
situations. Simulation has a big advantage over
an empirical study because we can get as much
data as we wish. We cannot get enough data in
an empirical study because there is not enough
available data in the real business. In addition,
the data in business fluctuates by many factors,
especially human factors. Simulation is done
in a computer without bias and fluctuations by

human factors.

5- 2. Initial conditions

Simulation starts from the initial
conditions. We need to simplify the initial
conditions of MSK as follows.

(1) Four kinds of concrete products:
MSK producesmany kinds of
precast concrete products.For
example, there are about 50
different sizes of U-shape gutter
produced by MSK. In addition, the
construction company, MSK’ s
customer, might ask for a special
feature to the product.But we

simplify that MSK is producing just
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according to the order sheet. The

gutter (Product 1), Hume pipe lead time of the production is zero
(Product 2), box culvert (Product 3), in the case with IoT,and a term in
the case without IoT. The quantity
of production of a production order
is 100 for the case of With IoT and
500 for the case of Without IoT.

and pile (Product 4). The numbers
1, 2, 3, and 4 are assigned because
(3) Opportunity Loss: If the delivery
invoice is issued when the residual

stock is zero, the order becomes

four kinds of products as U-shape

of the simulation technique
(2) 500 stocks for each product at the

beginning of the term. Simulation
an Opportunity Loss. Recovery

of stock is made at the average
delivery invoice issued at the time
of 166, which is the time when the

starts with the initial stocks of
residual stock becomes zero on

each product as 500. When 5
Product 1 were delivered to the
customer, the residual stocks of
Product 1 became 500- 5=495
Delivery is made according to the
invoice issued by personnel of
the Marketing Department. The average.
quantity of delivery varies from 1 (4) Unsold Product Loss: As the Plant
to 5 randomly and the Marketing manager issues the production order
i i sheet according to the estimated
. This

Department issues 200 invoices

residual number of stocks
estimation is made from the market

forecast information by personnel
of the Marketing Department. The
forecast information is not the
delivery invoice. Unsold products

in a term. When the residual stock
will remain at the end of a term in

is estimated to zero, the Plant
Manager issues the production
order sheet. This estimation is

made according to the report of
the case of With IoT. This stock

the market forecast made by the
Marketing Department. The Line
Manager starts the production
Table 5-1. Initial Conditions of Simulation
Product u-shape gutter Hume pipe  box culvert  pile
Product # 1 2 3 4
Price 100 120 150 200
Cost 60 72 90 120
Beginning 500 500 500 500

| 2020/08
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becomes Unsold Product Loss.
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time is a term in the case of Without

IoT. MSK suffers the Opportunity

5-3. Calculation of loss and Loss till the stock recovered on the
comparison between with loT next term in the case of Without
and without loT IoT. The Opportunity Loss will be
( 1) Calculation of Opportunity Loss accumulated in a term.

MSK will miss the opportunity of a (2) Unsold Product Loss
sale in the case when orders come If MSK has some amounts of stocks
but there is no stock of finished at the end of a term, Unsold Product
product. Suppose a Product 1 order Loss accrues. Suppose the residual
comes with the quantity of order quantity of Product 1 is 60 at the
as three and the number of order end of a term and the cost is 60 per
in a term is 200. If the sale price piece of Product 1, then the Unsold
of Product 1 is 100 per piece, then Product Loss is 30 x 60 = 1800.
the Opportunity Loss is 3 x 100 Unsold Product Loss is inevitable
= 300. The Plant manager issues with the Make to Stock production
a production order sheet when method but in the case of Without
the estimated stock is zero and 10T, Unsold Product Loss does
supposes that the lead time is zero not accrue because Stock on Hand
in the case of With IoT and the lead becomes zero during the term.
Table 5-2. Calculations of Losses Example: Product 1
Term Loss Opportunity Loss Unsold Product Loss
loT With loT Without loT with loT without loT
Term1l  Beginning Stock 500 500 500 500
Price 100 100 100 100
Cost 60 60 60 60
Loss number 60 200 30 0
Realized Loss 6,000 20,000 1,800 0
Term 2  Beginning Stock 500 500 500 500
Loss number 60 200 30 0
Realized Loss 6,000 20,000 1,800 0
Term3  Beginning Stock 500 500 500 500
Loss number 60 700 30 0
Realized Loss 6,000 20,000 1,800 0
Total Loss 18,000 60,000 5,400 0

Table 5- 2 shows an example of Loss is 60, 000 during the same three terms. [oT

calculation. Loss with IoT from Term 1 to 3 is performance is 60, 000 — 23,400 = 36, 600.

18,000 + 5,400 = 23, 400; Loss Without IoT IoT has a positive performance in this example.
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5- 4. Result of simulation
5-4-1. Additional conditions

We did a simulation for Product 1

(U-shape gutter). “ With IoT” is the case in
which the Marketing Department has collected
enough information to estimate the time when
the stock on hand becomes zero. On the other
hand, “ Without IoT” is the case in which the
Marketing Department cannot collect market
information and MSK cannot produce the
products until the next term. We will compare
the result of simulation between With IoT
(Opportunity Loss and Unsold Product Loss)
and Without IoT (Opportunity Loss only).
If Loss of With IoT is less than Loss of
Without IoT, then the difference amount is the
performance of ToT.

The initial condition of this simulation
is as shown in Table 5- 1. We will add the
following conditions.

(1) Conditions in Table 5- 1: (a)sales
price: 100, (b)cost of product: 60,
(c)initial holdings: 500

(2) Sales opportunities in a term: 200

times

Table 5-3. Opportunity Loss With loT till 166 Sales

( 3) Sales amounts of each sale: 1 to 5
randomly

(4) Addition of Stocks on Hand for
With IoT: 166th sale, 100 stocks;
No addition to Without [oT

('5) Recovery of Stocks on Hand at the

next term: 500 stocks

5-4- 2. Simulation of With loT

We tried simulation of With IoT for 10
slots. Each slot has 10 terms. A term consists
of 200 sales and 100 stocks are added at the
166th sale. As each sale delivery invoice has
one to five products randomly, the average
of delivery is three. Theoretical estimation of
Stock on Hand will become zero will be 500 / 3
= 166. 67. The result of simulation is shown in
Table 5- 3.

100 products are added to Stock on Hand
at the 166th sale. This means that Opportunity
Loss will be accrued if Stock on Hand becomes
zero before the 166th sale. Table 5- 3 shows
that the average Opportunity Loss is 600 in 10
slots with 10 terms in a slot. 600 Opportunity

Loss will be accrued in a term.

Sales Slot 1 Slot 2 Slot 3 Slot 4 Slot 5 Slot 6 Slot 7 Slot 8 Slot 9 Slot10

#1 0 -31 0 -30 0 0 -22 0 0 -7
#2 0 0 0 -3 -15 -5 -10 0 0 -9
#3 0 -27 -14 -7 0 0 -12 -5 -3 -19
#4 0 -13 -8 0 -22 0 -20 -11 0 -2
#5 0 0 0 0 0 0 0 0 0 -3
#6 -10 -18 0 0 0 0 0 0 0
#7 -2 -31 0 0 0 -6 -16 0 -12 0
#8 -2 0 0 0 0 0 -31 -47
#9 0 -21 0 0 -21 0 -29 0 0 0
#10 -5 -25 0 0 -5 0 0 -1 -8

-19 -148 -40 -40 -58 -16 -109 -16 -47 95 -588 -58.8

-2 -15 -4 -4 -6 -2 11 2 -5 9 60 6

-200 -1500 -400 -400 -600 -200 -1100 -200 -500 -900 -600
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Table 5- 4 shows the simulation after 167th to 200th 33 sales in a term and 10 slots.

the addition of 100 products at the 166th sale;

Table 5-4. Opportunity Loss and Unsold Products Loss With loT 167-200

Sales Slot 1 Slot 2 Slot 3 Slot 4 Slot 5 Slot 6 Tern7 Slot 8 Slot9 Slot 10
ocC UPL OC UPL OC UPL OC UPL OC UPL OC UPL OC UPL OC UPL OC UPL OC UPL
#1 4 0 0 6 0 13 8 0 0 7 0 10 0 4 0 1 10 0 3 0
#2 6 0 0 5 0 [¢] 8 0 6 0 [¢] 13 0 2 0 o] 0 0 0 12
#3 0 0 1 0 0 2; 0 0 6] 3 8 0 0 7 0 4 0 4 8 0
#4 0 12 0 5 0 15 0 15 1 0 3 0 0 6 0 2 0 22 0 3
#5 0 2, 2 0 12 [¢] 0 6 Q 5 1 0 3 0 7 [¢] 0 1 0 2
#6 0 4 4 0 5 0 3 0 0 5 al 0 0 4 0 1 0 3 1 0
#7 4 0 0 1 0 9 0 4 0 23 0 14 0 5 0 0 3 0 0 0
#8 3 0 1 0 0 [¢] 0 1 0 2 [¢] 10 3 0 2 23 2 0 16 0
#9 0 2 0 1 11 0 0 9 0 10 0 7 2 0 21 0 1 0 0 14
#10 7 0 2 0 0 6 0 3 10 0 16 0 0 14 10 0 0 9 0 11
24 20 10 18 28 45 19 38 17 55 29 54 8 4 40 31 16 39 28 42
2 2 a 2 3 5 2 4 2 6 3 5 1 4 4 3 2 4 3 4
2000 120 1007 120 300" 300 200 240 200" 360 300 300 100 240 400 180 200 240 300 240
Opp Loss 200 0 100 0 300 (4] 200 o] 200 0 300 0 100 o] 400 o] 200 0 300 0 230
US Loss 0 120 0 120 0 300 0 240 0 360 0 300 0 240 0 180 0 240 0 240 234
As 100 products are added at the 166th 5- 4- 3. Opportunity Loss Without loT
sale, either Opportunity Loss or Unsold .
’ pp y Stock on Hand is to be recovered at
Product Loss will be accrued at the end of .
the next term. Theoretically, Stock on Hand
a term. Table 5- 4 shows that the average .
g will become zero at the 166th sale. After
Opportunity Loss is 230 in a term and the .
pp y that from the 167th to 200th sale, MSK will
average Unsold Product Loss is 234 in 10 slots . . .
& miss the sale. MSK must be patient with the
with 10 terms. . . .
Opportunity Loss in the case of Without IoT.
The average Opportunity Loss from 1st to . .
8¢ Lpp y Theoretical amount of the loss is 3 x 33 x
166th sales in a term is 600. 230 Opportunit
pp y 100 = 9,900. Table 5- 5 shows the result of
Loss and 234 Unsold Product Loss from 167th . . . .
simulation of Opportunity Loss Without IoT.
to 200th sales in a term. The total loss With IoT
is 1, 064 in a term.
Table 5-5. Opportunity Loss W ithout loT 1-200 Sales
Salks# Slbtl Shbt2 |Skbt3 Sht4 [Skt5 Shbté |Sbt7 Skbt8 Shbtd Shtio
#1 66 141 97 100 83 109 77 91 110 117
#2 89 103 86 101 67 125 87 121 102 127
#3 66 123 A 87 121 108 90 84 104 113
#4 80 91 117 110 101 100 45 115 90 87
#5 96 101 80 98 129 129 98 87 92 98
#6 113 74 98 113 112 85 72 68 78 108
#7 62 93 94 122 88 127 93 118 108 152
#8 88 116 77 153 140 105 72 94 89 89
#9 90 143 m 12 104 86 119 151 102 100
#10 101 120 109 79 100 82 93 85 106 83
851 1105 940 1075 1045 1056 846 1014 981 1074
85 111 94 108 105 106 85 101 98 107
8500 11100 9400 10800 10500 10600 8500 10100 9800  10700[ 100000
10000
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5- 5. Cost performance of loT

We have done 10 slots x 10 terms
simulations. Table 5. 6 shows the Loss Table.

The result of simulation about the average

Opportunity Loss in the case of Without IoT is
10, 000. It is very near the theoretical amount
of 9, 990.
Table 5-6 Average Loss Tabe
oT Opp Loss 1-166 Opp Loss 167-200 sub Total UP Loss Total
W ith 600 230 830 234 1,064
W ithout - - 9,990 0 9,990
Perform ance 8,926
of production. MSK can minimize the
Opportunity Loss and Unsold Product Loss. On
the other hand, MSK must be patient to suffer a
large amount of Opportunity Loss in the case of

The average loss in the case of With IoT
Without IoT. Simulation shows that MSK can

is 1, 064; Without IoT is 9, 990. The difference
decrease almost 90% of Loss by loT.
As we pointed out, we ignore the cost of

amount of 8, 926 shows the performance of
installing IoT (sensors, computers, and training

IoT. Our simulation is done just for Product

1. The result will be almost the same as Table
5.6, but it depends on the cost of IoT. As
we neglect this cost to install IoT, we should
consider that amount in future research.
expenses). We need to continue the research to
consider the cost of IoT.
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FOOTNOTES

. Computer Integrated Manufacturing (CIM)

was one of the computerized manufacturing
technologies proposed in the 1980s. The
main objective of CIM is to find a solution
tooptimize the quantity of production by
integrating information in the market,
inventory, and production. At that time,
as the Internet was not available it was

difficult to integrate information.

. Internet of Things (IoT) is one of the

hot challenges in IT. Everything can
be connected to computers through the
Internet. Sensors are implemented to
everything and collect data. Big data, edge
and fog computing, Al, cloud, and related
technologies have been developed recently.

Sensors are one of the key technologies.

‘Made to Order production is possible
in case the supply side (manufacturer)
is stronger than the demand side (user,
consumer, customer). We can easily
find such markets. For example, mask
production cannot satisfy demand because
of COVID-19. Governments around
the world have invested money to the
production lines of mask manufacturers to

increase production.

‘Make to Stock’ production is an ordinal

situation in those markets and supply side
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Abstract

The continuous evolution of information and network technologies has promoted
the continuous expansion of IoT applications and integration into people's daily activities,
which has greatly improved people's quality of life and convenience. The loT architecture

collects a large number of people's activities and consumption behaviors through
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sensors, and transmits them to the back-end analysis, which can improve the operational
performance and service quality of enterprises and organizations. However, if the industry
fails to fulfill its protection responsibility for information security, it will inevitably impact
the personal data and sensitive data security. Government units and international security
agencies cannot specifically regulate and regulate the security of IoT devices, making [oT
security issues a security threat. In the IoT era, in order to protect the personal and sensitive
data of the people, this paper uses the IoT network search engine shodan as the basis to
identify the [oT device types and manufacturers in specific domains. And combines several
IoT security evidences to determine the security levels of IoT device. Draw up the IoT
information security precautions, concretely confirm the security levels of IoT devices, and
promptly remind the people to take security precautions to protect key personal data and

sensitive data security.

Keywords: 0T, Shodan, loT devices, Security levels,Personal and sensitive data
security
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Abstract

The EU General Data Protection Regulation (GDPR) was officially released in 2016,
and took effect on May 25, 2018. The International Organization for Standardization (ISO)
considered improving privacy protection a core subject in the new GDPR compliance. To
ensure adequate privacy protection, data security, integrity, availability and effective
management and control within an organization (the "Items"), ISO began the drafting of
ISO/IEC 27552, and then ISO/IEC 27701: 2019 was released. In order to understand the
differences between ISO/IEC 27701: 2019 and ISO/IEC 27552 2™ CD, we further
compared the incorporation of GDPR provisions in ISO/IEC 27701: 2019 and ISO/IEC
27552 2™ CD to find out whether the protection provided by these two ISOs for the Items
was adequate. In this paper, we also discuss and compare ISO/IEC 27701: 2019 with other
standards, such as ISO/IEC 27001: 2013, ISO/IEC 27002: 2013, ISO/IEC 29100: 2011,
ISO/IEC 29151: 2017 and ISO/IEC 27018: 2019, to find the differences in their protection
of the Items.

Keywords: Privacy protection, Information security, ISO, Pll, GDPR
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Abstract

The author has arranged seven joint internal audit data analytics projects with

Chicagoland companies in the past four years. These 8 to 10 week long projects have
exposed students to business practices and have helped companies leverage the talents in

universities by exploring different data analytics possibilities. The author shares several
project arrangement insights and encourages more win-win collaborations between

universities and industry on audit data analytics projects.
Keywords: Audit data analytics, Collaboration between universities and

industry,Curriculum innovation
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1. INTRODUCTION

With the belief that universities and
professionals can work closely to bring
business practices to the classroom and to
bring new thoughts and ideas back to the
companies, | have arranged seven joint projects
with companies in audit data analytics in the
past four years based on two analytics related
courses at DePaul University. These 8 to 10
week long projects are featured with intensive
interactions between the sponsoring companies
and student teams.Through the interactions,
on one hand, the projects help companies
explore different audit data analytics initiatives
and possibilities, such as automation and
predictions, and execute planned analytics
procedures with student groups. These
projects allow companies to leverage the
talent in universities to implement different
analytics projects and to explore possible
benefits without sacrificing internal resources.
Companies also have a chance to work closely
with students. By interacting with students,
companies may bring potential job candidate to
the company. On the other hand, student groups
are able to learn by doing a real project, which
provides a great environment that cannot be
replicated in a classroom setting and is featured
with all the key factors when learning analytics.
It is also important for the student team to have
the networking opportunity with businesses for
their future careers.

In this article, I would like to share several

planning and coordination strategies when
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arranging these projects. Possible ways to
reduce the concerns of using confidential data
and operational information are also presented.
I hope that this article will encourage more
win-win collaborations between universities
and companies or audit firms on audit data
analytics and potentially improve audit
practices and accounting data analytics

curriculum.

2. WHY COLLABORATE?

Using data analytics in auditing has
drawn a lot of attention in recent years.
Audit firms have highlighted how they have
leveraged data analytics in audit engagements
in order to improve audit quality (Deloitte
n.d.; KPMG 2015; Cohn 2015; EY Reporting
2015). Companies’ internal audit teams
have also attempted to use analytics to make
the audit more efficient and more effective
(Protiviti 2015; Aristiguieta 2020). Though
there seem to be benefits coming along with
the incorporation of data analytics in audit
(e.g., Tysiac 2020), many challenges remain
(e.g., Aristiguieta 2020). For example, talents
with technical training and business as well as
accounting skills are not common in the job
market. Where to start and how to start with
analytics as well as different possibilities that
can be brought by analytics may not be clear
either not to mention the justification of the
value of all the additional investments in all
aspects around data analytics.

Accounting programs are facing similar
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challenges (Wang 2017). With the increasing
need of having basic analytics skills and
the accreditation requirements, accounting
programs have attempted to bring new
curriculum that aims to help students be
equipped with the critical thinking skills and
data analysis capability that can tie closely to
business operations. However, designing the
curriculum and meeting the expected learning
objectives are not straightforward since it is
much more than teaching a specific software.
In addition to the design of the learning
outcomes and the corresponding in-class and
take-home activities, learning activities also
have to reflect or mimic a more real analytics
project. First, audit data analytics projects are
often ambiguous and uncertain, which are very
different from what accounting major students
used to work with. Specifically, traditional
accounting courses often have one best solution
and the questions asked are very specific. For
analytics projects, the questions can be open-
ended and require students to narrow down
the scope, identify information needed and
may have to change the scope as the project
moves on. In addition, data analytics projects
focus on the connections between business
operations or business issues and the analyses
as well as the interpretations. Without a good
understanding of the underlying business
operations, the analyses and the interpretations
may not provide additional value. However,

the connection between the analysis and

the underlying business operations are not
commonly emphasized in the accounting
curriculum due to the time limit of accounting
courses and the goal of preparing students for
the CPA exam. Third, the data itself is often
noisy without perfect documentations. Learn
how to live with all the noisy datasets and
still perform the analysis can be challenging
for accounting students. Last, translating
analytics techniques or terminology to
business languages then make actionable
recommendations can also be challenging.
That is, how to appropriately communicate
the analyses and findings effectively to the
executive team and to provide suggestions
require practices in order to make the findings
relevant and to provide values.

With these challenges in mind, these audit
data analytics projects were arranged in the
past four years with the support from DePaul
University and the sponsoring
companies.' School of Accountancy and MIS
at DePaul University currently has three
different masters programs: Master of Science
in Taxation (MST), Master of Science in
Accountancy (MSA) and Master of Science in
Audit and Advisory Services (MSAA). The
accounting or auditing data analytics courses
are included in the MSAA program. The
MSAA program is aimed for students with
accounting undergraduate degrees and has the
objective of training students with higher level

skills, such as judgement, communication, etc.

1.Due to confidentiality issues, I am not able to discuss projects or sponsoring companies in details in the article.
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That is, given students’ accounting
background, the program can help students
further develop their capabilities. The program
has nine required courses including one internal
audit, three fraud and forensic accounting
courses, four IT related courses (including two
data analytics courses) and one statistics.
Currently, the program has about 100 to 125
students every year. Students can be
experienced professionals or recent graduates
from colleges.

The projects are based on these two data
analytics courses, which are designed based on
the maturity level of data analytics. The first
course “audit data analytics” emphasizes on
descriptive analytics and diagnostic analytics in
the context of auditing (mainly internal audit),
which shows the patterns that have already
happened in the past and/or is happening and
links the findings to business operations in
order to make interpretations and actionable
recommendations. The second course “data
analytics and data mining” emphasizes on
predictive analytics and prescriptive analytics
also in the context of audit, which focuses on
predictive modeling and how we can achieve
the predicted target. These two courses
cover a wide variety of scenarios, such as
assertion testing, forensic/fraud detection, risk
assessment, compliance issues, operational
audit, etc. Though both courses emphasize
on different analytics skillsets, the main
goal is still about critical thinking skills and
interpretations of findingsas well as providing
actionable recommendations. Specifically,

building on students’ solid training in
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accounting and business, the additional data
analytics skills can help students broaden their
career opportunities and further develop their
capabilities. More importantly, these students
are more likely to be able to communicate with
the information technology service group or

data analysts in the future.

3.PROJECT ARRANGEMENTS

3.1. Initial Discussion of the
Project, Data and Timeline

The initial discussion generally centers
around the possibility of the collaboration and
potential topics that may fit with both parties’
timeline and objectives. For example, the
university’ s program may run in a 10-week,
12-week or a 16-week time frame while the
sponsoring company may have an audit plan
for a specific objective from March to May. In
this case, the timeline may fit for both parties.
Ideally, we attempt to arrange the project one
semester ahead of time.

There are several different possible
projects that can be discussed. The student
team may ( 1) perform an existingaudit
data analytics procedure for the sponsoring
company (e.g., test vendor management, fraud
detection, risk assessment, compliance, etc.) or
shadow an engagement, ( 2) design an analytics
procedure (e.g., list the steps required, provide
the algorithm or the program and proof of
concept), ( 3) explore some possible analytics
such as more advanced predictive analytics

(e.g., deep learning) or the involvement of

No.42 FEIEFERZIT] 2020/08




| \‘

Y
4

A

e 16 75.

F 42 3

different external datasets, or ( 4) perform The confidentiality of the data and the

other analytics related tasks based on the operational procedures are always the priorities
arrangement. for the project. The data can be reduced to
After the initial discussion, the sponsoring include only those fields needed for the project.
company and the instructor will work The data can always be anonymized and the
separately to move the project forward. The analyses are still meaningful. In the extreme
sponsoring company may have to discuss case, the sponsoring company can set up a
internally. Such discussion may include the terminal for the student team so the access
chief audit executive, director of internal audit, and the use of data can be constrained. The
the executive team, the legal/risk department sponsoring company can also create dummy
and the human resources, for instance. The data for the student team to perform a proof
company may also want to assign a manager or of concept. Based on the proof of concept,
senior manager to be in charge of the project. the company can replicate the procedures
Meanwhile, the instructor can seek additional and analyses with the complete dataset. The
support from the department if needed and to confidentiality of the data and operational
form student teams of 3 to 5 depending on the information should be emphasized with the
number of students the sponsoring company student group so more attention will be given
is willing to take. One or two teams are when handling the information.
more feasible for this kind of projects. It also Once we have a draft for the project and
depends on the student team’ s availability have secured the data, several documents or
during the project period as the project may training may be arranged before the project
take 80 to 100 hours for the whole team in an can be initiated. A non-disclosure agreement
8- to 10-week period. The instructor can collect is always required, which may be signed by
students’ resume for the sponsoring company the student team, the instructor, the college or

to form the team or pre-filter for the company. the university. For data accessing, security and
Note that if students have full-time or part-time privacy training may be required as well. A
jobs, potential conflict of interests should be kick-off meeting can be scheduled as the next
avoided. step.
In this step, there may be a back-and-forth
process between the sponsoring company and 3. 2. Kick-Off Meeting
the instructor to narrow down the scope of the The kick-off meeting brings the student
project and to secure the datasets. Note that team and the sponsoring company together for

it is perfectly fine to have a not-well-defined the first time. It s a good time to introduce
project. The ambiguity and uncertainty are the company, people that will be involved in

normal and are part of the learning processes. the project, the operational processes related
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to the project and the corresponding policies
and regulations if any. The company may also
explain or demonstrate the datasets with access
instructions during the meeting. The company
and the student team can set up a contact
window for further communications. Note
that the instructor should be involved in all
communications but only as a quiet participant.
The student team leader is the person who
coordinates with the team and the company as
coordination and project management are also
part of the learning objectives. The instructor
may choose to review all materials before
anything goes out to the sponsoring company

in order to ensure everything goes smoothly.

3. 3. Check Points and Mid-Project
Review

There are two sets of check points: one
for the sponsoring company and the other for
the instructor and the student team. For the
sponsoring company s check points, it can
be a regular weekly meeting or a more touch-
based meeting. However, it is expected that
there may be more questions and meetings at
the beginning of the project as the student team
is trying to understand business operations, the
datasets and the connection between the two.

On the instructor and the student team
side, it should be more structured with three
pre-defined deliverables. An initial audit
planning can help the student team set the
direction and to ensure the student team has
an initial plan laid out. Though the purpose

is for the student team to drive the project by
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themselves as much as possible, the instructor
can meet regularly with the student team to
answer questions and to ensure everything is
still on track. The student team should also
submit a mid-project review. This mid-project
review document can be shared with the
sponsoring company and an oral presentationis
encouragedto ensure the project is going in the
correct direction and to solve any foreseeable
issues. The last check point is the final
presentation and deliverables, which will be

discussed in the next sub-section.

3.4. Final Presentation and
Deliverables

Due to the confidential nature of the
project, it is suggested to have the final
presentation in the sponsoring company s
office. Such arrangement can also increase the
interactions between the student team and the
sponsoring company s employees. In addition
to the final presentation, several deliverables
may be required depending on the types of the
projects. A report that includes an executive
summary and major findings is always
preferred. Some other deliverables may involve
additional data files, computer programs,
algorithms, and visualizations, for example.
These files allow the sponsoring company
to replicate the findings or to customize the

program for future tests.

4. CONCLUSIONS

With the increasing need in using data
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analytics skills in audit in recent years, it data-and-analytics-are-transforming-the-
brings a great opportunity for companies and audit
universities to work together to initiate and 5. KPMG. 2015. “ Audit data &analytics:
explore different possibilities in audit data Unlocking the value of audit,” retrieved
analytics. The collaboration has been shown on June 29, 2020 fromhttps://home.kpmg/
xx/en/home/insights/ 2015/ 02/audit-data-
analytics-unlocking-value-of-audit.html
6. Tysiac, K. 2020. “ How firms are delivering
value with audit data analytics,” Journal of
Accountancy, retrieved on June 29, 2020
from https://www.journalofaccountancy.

to benefit both the sponsoring companies and
com/news/ 2020/jan/cpa-firm-value-audit-

the students involved. This article outlines
the steps when arranging these projects and

encourages companies and instructors to reach
out for possible collaboration opportunities that
data-analytics- 22751.html
7. Protiviti. 2015. “Changing trends in internal

audit and advanced analytics,” retrieved on

can move the field forward.
June 29, 2020 from https://www.protiviti.
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Abstract

Artificial intelligence (AI) and other emerging technologies are evolving and
impacting audit practice. This paper briefly discusses the impact of Al in terms of the
viewpoint from the regulatory bodies, the current academic research status, the current
practical Al applicationsin accounting firms, the ethical issues of AI implementation,
the evolving CPA certification,and the reform of accounting education. Auditors in the
digital era are to have a different mindset and skills that include Al and other emerging

technologies.
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1.INTRODUCTION rules of audit judgment into automated
processes now with much better technologies.
A wide range of technologies has been Essential to an intelligent environment is
available data streams that can be integrated
into a usable data source for more intelligent
applications. This data ecosystem (Cho,

Vasarhelyi, and Zhang 2019) requires
considerable preparation and manipulation

emerging that are loosely called Artificial
as the sources are not designed to work

Intelligence (Al). Among these Machine
Learning, Expert Systems (Vasarhelyi 1988;
Vasarhelyiand O Leary 1989), Computer
Vision, Voice Recognition, Cognitive

Computing, Neural Networks, and others have

emerged in applications in many industries, and . ) )
together. Auditing will progressively use a

are slowly being adopted in the accounting and )
large number of exogenous variables (Brown-
auditing domain. Expert Systems, also called . . o .
Liburd and Vasarhelyi 2017). This integration
rule-based systems, got much attention by large .
of heterogeneous data streams that may include
social media, weather, Internet of Things (IoT),
aerial photography, news pieces, and others

firms in the late nineties but was progressively
linked to data from internal sources will be

of great importance to the profession as well
as for many other areas of endeavor. Many

abandoned by the beginning of this century.
startups are now creating * linkage” algorithms

and databases to provision for this integration.

Now with computational and storage
Regulatory bodies are carefully

capabilities enhanced by dimensional factors,
it can be associated with new Al techniques
like image recognition and become potentially
viable. This area of research and application

has not yet been adequately explored but
presents great potential as it can incorporate

S
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monitoring the development and
implementation of Al in the audit practice. For
example, the Public Company Accounting
Oversight Board (PCAOB) established the
Data and Technology Task Force to attain
insights of data analytics and emerging
technologies, including Al, from academia and
practice. In the latest research update (PCAOB
2020), PCAOB shared observations on the
current Al implementation in assessing and
identifying risks of material misstatement and
generating audit evidence. Similarly, the
Technology Working Group of the International
Auditing and Assurance Standards Board
(IAASB) issued a document, emphasizing on
how the audit documentation would be affected
when auditors use automated tools and
techniques during an audit engagement(IAASB
2020).Moreover, the Association of Chartered
Certified Accountants (ACCA) held an event'
on the impact of digital and artificial
intelligence on audit and finance professionals.
The conference discussed how auditing
standards would evolve,how technologies
would strengthen audit quality, and how to
educate and train audit and finance

professionals.

Computer Auflit Association
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2.ACADEMIC RESEARCH
ABOUT THE IMPACT OF
ARTIFICIAL INTELLIGENCE
ON THE AUDIT

Omoteso ( 2012) reviewed the research on
the pros and cons of Al system implementation
in the audit industry and depicted the future
direction of application development and
research. Issa, Sun, and Vasarhelyi (2016)
raised 24 different research ideas related to the
Al implementation in auditing and discussed
whether AI would become a workforce
replacement or supplementation to encourage
scholars to research on the practical Al-driven
auditing transformation.Kokina and Davenport
(2017) explained how AI capabilities and
applicationstransform audit practice and
interaction with human auditors. Potential
biases, either data-driven bias or human-
machine interaction bias, should be further
studied (Kokina and Davenport 2017).These
papers all share a positive perspective on the Al
implementation in audits.

In terms of AI application in audit
research, Zhaokaiand Moffitt (2019)
proposed a “ Contract Analytics Framework
(CAF)” to guide auditors when they utilize
text analytics to analyze or extract information
from a massive amount of contracts. The
results also supported the feasibility of the

framework and the technique to audit a full

1. The event report of “The impact of Digital and Artificial Intelligence on audit and finance professionals: harnessing the opportunities of

disruptive technologiesw is available at: hteps://www.accaglobal.com/gb/en/technical-activities/technical-resources-search/2018/december/impact-

of -digital-and-ai-on-audit-html
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population of contracts.Appelbaum and
Nehmer (2017a and 2017b) discussed how
“dronnovation,” including drones, mechanical
robots, and robotic processes (bots),be
adopted to the automation of accounting.
Sun and Vasarhelyi ( 2017)focused on how
to implement deep learning to generate
supplementary audit evidence, support
auditors’ judgment,and enhance the efficiency
and effectiveness of audit automation.
Al-based application and its usage by
auditors, however, are not always perfect.
Commerford, Dennis, Joe, and Ulla (2020)
experimented with 170 subjects and
investigated the impact of source of firm-
provided evidence, either from the Al specialist
system or from the human specialist, on the
auditor judgment.They concluded that “the
implementation of advanced specialist systems
could alter auditor judgments in a way that

inadvertently undermines audit quality.”

3.CURRENT APPLICATION OF
ARTIFICIAL INTELLIGENCE
IN AUDITSFROM BIG FOUR
FIRMS

Big four accounting firms have injected
significant investments in the exploration of Al

applications in the audit practice (Bowling and

Meyer 2019;Commerford et al. 2020; CPA.com
2019;Kokina and Davenport 2017). For
example, PricewaterhouseCoopers (PwC)
cooperated with H 20.ai company and built an
innovative bot, called GL.ai, and named the
“ Audit Innovation of the Year” by the
International Accounting Bulletin in 2017, with
Al and machine learning functions’. It helps
auditors to understand companies and detect
fraud and anomalies by analyzing large
amounts of data in a short time, impossible to
be achieved by manual inspections. “ GL.ai has
been successfully trialed on 20 audits in 12
countries including Canada, Germany, Sweden,
and the UK. “EY also has a cloud-based
platform, EY Atlas, to integrate Alinto a
supportive environment for auditors(EY 2016).
Specifically, EY AtlasincorporatesAl “and
speech recognition capability, to bring a
leading class research experience to our people
and clients (EY 2016).” Furthermore, EY has
used drones with Al in inventory observations
in audits*, allowing more frequent and
accurate inventory data collection.

KPMG associated with Microsoft and
IBM Watson to launch KPMG Clara (KPMG
2018), a new “automated, agile, intelligent,
and scalable” audit platform, integrating
various functions in predictive analytics and

cognitive technologies. It enables users of

2. PricewaterhouseCoopers (PwC). 2019. Harnessing the Power of Al to Transform the Detection of Fraud and Error. Available at: heeps:/

www.pwc.com/gx/en/about/stories-from-across-the-world/harnessing-the-power-of -ai-to-transf orm-the-detection-of -fraud-and-error.html

3. PwC. 2019. Harnessing the Power of Al to Transform the Detection of Fraud and Error. Available at: hetps://www.pwe.com/gx/en/about/

stories-from-across-the-world/harnessing-the-power-of -ai-to-transform-the-detection-of -fraud-and-error.html

4. EY scaling the use of drones in the audit process, June 2017. Available at: https)//www.ey.com/gl/en/newsroom/news-releases/news-ey-

scaling-the-use-of -drones-in-the-audit-process
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KPMG Clara to analyze entire populations
and to implement data-driven risk assessment
(KPMG 2018). Deloitte has GRAPA to assist
auditors with obtaining the knowledge and
experience in the pool of previous audits
when they formulate the risk strategy for
audits (Deloitte 2018). In this way, an auditor
not only relies on his/her own experience
but also benefits from the knowledge pool
from all colleagues worldwide to support risk
evaluation. Moreover, Deloitte’ s Argus, an
intelligent tool that can analyze, search, and
locate amendments in documents, mainly aids
auditors in identifying minor differences in
contracts. The previously time-consuming and
labor-intensive identification would become
efficient and effective with the assistance of

Argus.

4. THE ETHICS OF ARTIFICIAL
INTELLIGENCE ON AUDITS

When auditors are implementing more

Computer Audit Association
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and more Al-related technologies into practice,
they should carefully consider and keep the
ethical guidelines in their minds, especially
in the highly regulated industry. Jobin, Ienca,
and Vayena ( 2019) investigated and analyzed
guidelines about Al ethics and identified a
convergence on a set of principles, including
transparency, justice, fairness and equity, non-
maleficence, responsibility, and accountability,
and privacy. This result underlined “highlight
the importance of integrating guideline-
development efforts with substantive ethical
analysis and adequate implementation
strategies (Jobin et al. 2019).”

Focusing on the audit domain, Munoko,
Brown-Liburd, and Vasarhelyi (2020)
raised the capabilities and challenges of Al
applications and identified ethical principles
at risk with AI. Munoko et al. (2020) also
analyzed and elaborated elements of three
aspects of the audit practical ethics, including
individual, institutional, and socio-political

levels, listed in Table 1.

Table 1 Elements of practical audit ethics

(summarized and modified from Munoko, Brown-Liburd, and Vasarhelyi 2020)

Individual

(auditor) level

Due care

Professional skepticism and judgment

Auditor competence

Independence

Institutional

(audit firm) level

Confidentiality and data security

Data quality (inclusion/exclusion)

Non-isolation

Socio-political

(profession and societal) level

Audit quality across the profession

Beneficence

Transparency

Deprofessionalization

s~
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5.EVOLVING CPA LICENSURE
MODEL AND CURRICULUM
DESIGN

Facing the increasing potential and usage
of AI, CPAs may grasp this opportunity to
provide clients with new services related to
cybersecurity management and IT controls and
risks(Tysiac 2019).Hence, CPAs in the digital
era need to know data and audit analytics,
business intelligence, risk management in IT,
cybersecurity, etc. Meanwhile, the contents in
the CPA examination needs to be reconsidered
to enable innovation in the audit practice.In
January 2020, the National Association of State
Boards of Accountancy (NASBA) and the
American Institute of Certified Public
Accountants (AICPA)proposed a new “ core
plus discipline” CPA evolution licensure
model’ (Coffey 2020). In the proposed model,
each CPA candidate is required to ( 1) pass all
subjects from the “core,” related to accounting,
auditing, tax, and technology, and ( 2) select
and pass one of the three “disciplines,” including
information systems and controls, business
reporting and analysis, and tax compliance and
planning. Advanced themes about information
systems, such as the security and privacy of
information and cybersecurity, would be

covered in the discipline of information

systems and controls. In May 2020, the AICPA
Council “overwhelmingly” voted to support
the proposed CPA exam model, expecting to
launch the new CPA examination by January
2024 ° .

The design of the curriculum at the
undergraduate and graduate levels should be
restructured to make accounting students equip
with the essential knowledge to become CPAs
in the next generation. In the 2018 Accounting
Accreditation Standards, the Association to
Advance Collegiate Schools of Business
(AACSB) updated the guidance about
“ Information Technology Skills, Agility, and
Knowledge for Accounting Graduates
(A 5)"." Specifically, the standard clearly
states that accounting programs should
incorporate curriculum related to emerging
technologies, such as data management/
security and data analytics (statistical
modeling, text analysis, predictive analytics, or
data visualization, etc.) (AACSB 2018). The
concept, capabilities,and implementation of Al
methodologies could be integrated into courses
in accounting programs.It s essential for
auditors in the digital era to equip with the
mindset and skills of Al and other emerging

technologies (Drew 2019).

5. More information about the proposed CPA licensure model could be obtained from the webpage, CPA Evolutionlnitiative from NASBA and

AICPA. Available at: hteps://www.evolutionof cpa.org/

6. “Another Step Close to Evolving CPA Licensure, posted by AICPA Communications on May 21, 2020. Available at: heeps://blog.aicpa.
org/2020/05/another-step-closer-to-evolving-cpa-licensurehtml#sthash.y2xRwDAE.cGh W JgJh.d pbs

7. The Association to Advance Collegiate Schools of Business (AACSB) Accounting Standards. 2018. Available at: htepsi//www.aacsb.edu/

accreditation/standards/accounting
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6.CONCLUSIONS progressively more automated robotic process
automation (RPA) (Huang and Vasarhelyi

“ Artificial intelligence is the science and , i ,
2019; Rosario and Vasarhelyi 2019). Blending
engineering of making computers behave in . o
basic keystroke replacement applications
ways that, until recently, we thought required . . .
. that will substantially reduce manual labor in
human intelligence, according to the interview . . o .
auditing with narrow Al applications is called
with Andrew Moore® (High 2017). The World ) , ,
Intelligent Process Automation (IPA) (Berutti
Economic Forum’ indicated that Artificial .
et al. 2017) and presents great promise for
Intelligence is seen as the engine of the Fourth ) .
accounting and auditing.
Industrial Revolution. While business )
The aforementioned drone-based
applications of Al are widespread in many . .
inventory counts of cattle being performed by
areas, the audit profession has been slow in its w . o )
EY uses a ~count Al application associated
adoption due to several reasons, including o ) o
with pictures. This combination of narrow apps
restrictive standards and conservatism. o o
that can be currently classified as Al within
Although several of the large firms have . )
new methods of performing accounting and
developed applications containing some Al o ) ) )
auditing functions will probably be prevalent in
technology, as described earlier in this paper, .
the coming years.
these are still not close to being used in the ) )
In conclusion, usage of Al in the
mainstream of external auditing. At least two ) o o
accounting and auditing field is still incipient
tools have been launched to compete with . . ) i
with both experimentation mainly by the large
traditional audit tools that contain elements of )
firms and the emergence of tools focusing on
ATl (Mindbridge"’and Caseware AI"), and ,
accounting markets or tools from other fields
several cases have been published with . )
(e.g., legal discovery). However, the potential
examples. o )
is immense and undoubtedly will be the future
In general, expensive and comprehensive )
of the profession.
applications, tend to be constraining and

limiting as well as not very scalable and
challenging to apply in different contexts.
However, narrow domain apps that can count,
classify, understand voice, parse semantics,

identify errors, etc. can be inserted in a

8. Andrew Moore is the former Dean of the School of Computer Science, Carnegie Mellon University

9. Shaping the Future of Technology Governance: Artificial Intelligence and Machine Learning. World Economic Forum. Available at: hteps://

www.weforum.org/platf orms/shaping-the-future-of -technology-governance-artificial-intelligence-and-machine-learning
10.https://www.mindbridge.ai/

1 1. hteps://www.caseware.com/us/analyticsai
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Abstract

perpetration has become more organized, internationalized and technologized which
t obtain relevant information by
, ., S

Recently, with constantly changing and innovative technology, technique of
increases the difficulties of investigation and arrest. Judicial and police institutions such as

prosecutor, police, coast guard, gendarme, and etc. can
using the traditional investigative techniques while executing authority. Therefore, it
t

necessary to utilize highly technical positioning techniques to maintain national security or
crime investigation. For instance, via GPS and communications monitoring system which
reveal the locations of base stations or surveillance system to track and monitor civilians
in order to collect relevant illegal evidence. However, the utilization of those technical

equipment may violates some fundamental rights such as the right to live and migrate
the right to secret communication and privacy of the friendly third party in the meantime

Nevertheless, the techniques of perpetration have forged ahead vigorously. It won
guarantee to obtain the information by using the technologies mentioned above during the
investigation, not to mention to dismiss it. Yet, what are the conditions and procedures to
use this equipment to investigate crime? Is it clearly regulated in the ordinance? Are the

conditions and procedures drawn up in the legislation completed? And how do judicial and
police institutions strike a balance between non-profit and profit is the key point of this

essay.
Keywords:
Monitoring, Global Position System
BAMUE - &R IR L LA fe ]
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AR B Ry AR

Technical Equipment, Crime Investigation, Evidence Elimination, Communication
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Certification Exam Passers
§§§ ISACA. |SACA Taiwan Chapter

Taiwan Chapter

Exam Type

1 CISA 796204 Shih-Fang Lee

2 CISA 994632 Kwan Kit Ben Teo

3 CISA 1225290 Ya-Chih Huang

4 CISA 1226215 Yu-Lin Lyu

4) CISA 1237310 Yung-Jan Yang

6 CISA 1250457 Jung-Piao Wang

7 CISA 1281848 Min-Hsuan Chiu

8 CISA 1287180 Jiannjyh Shen 5% No.1
1 CISM 1062593 Chien-Yu Chen

2 CISM 1187298 Johnson Liu

5 CISM 1257661 Shu-Ying Lee

4 CISM 1262175 Yu-Hao Hsieh 5% No.3
5 CISM 1270558 Ching-Wei Chien

6 CISM 1278041 Chih-Cheng Chen
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EYEE Yl REEAR L2 14 T8 7 B 3R B Fdl REEA
CISA B[R E RSP REHE I F 8 3¢ 30 |9/17-18,23-25 NTS 30,000
CISA Bl B RS AL AL 6 20 B 387 B 31
(0% 4 o9+ L3RI TS © 2% 28 30 | 12/14-18 NTS 30,000
CISA B X T RS AL ARET 3B AT E PI_48 B 3t
. (2% 4 69+ L3R5 A ) 30 | 11/21,22,28,29,12/6 NTS 30,000
BB A | CSM BB ENR 2 EIEANEAE I P83
24 | 11/24-27 NTS 24,000
g | (R2EEAM - LRI 2 ) ! 22
CISM Bl B3R 2 CIF ANEM Y I (R B I 9/5, 12, 19, 26
(A% Eoyr ERE D 2% H) 24 12/5,12, 19, 26 NT> 24,000
CISM IR B Z 2 BEATEI Y I_R 8 31
24 | 10/17, 24, 31,11/7 NTS 24,000
(L4 22| FR A% 0 E3RHEE | BRIIIR) / / >
ISO 27001:2013 B &2 %3 4 %4 CQl & IRCA 10/12-16 ~ 11/9-13 -
¥ E N B YR 40 12/7-8, 14-16 NTS 53,000
ISO 27001:2013 BB A2 E I 4 4 REETHEA | 24 |10/19-21 NTS$ 36,000
ISO 20000-1:2018 fR % & 32 4 %4 CQl & IRCA ¥ &
A 40 | 11/30-12/4 NTS$ 55,000
s B kR /30-12/ >
ISO 20000-1:2018 AR # & ¥ %4 %4 CQl & IRCA #& #%
S e 16 | 10/6-7 NTS 22,000
B/X S E BIRINSRRE / ?
ISO 22301:2019 2 :EH 45 % 12 4 4 CQl & IRCA
IS0 % 7] | = %454 B 3l honsz 40 |12/7-11 NTS 55,000
(#2 BSI | 1SO 22301:2019 4 :E 5 48 538 4 % MPREA2 8 |10/22 NTS 11,000
£9%) ISO 22301:2019 L :E5 B 510 4 4 Asdpf 16 | 12/2-3 NTS 21,000
ISO/IEC 29100:2011+A1:2018(CNS 29100) [ f4 42
S . 36 | 12/14-18 NTS 55,000
xS E VMR / ?
ISO/IEC 29100:2011+A1:2018(CNS 29100) [ f4 42
: 8 |10/23 NTS 8,000
2 EREEAdRE / >
BS 10012:2009 A A BMEH 4 4 BIRAZE A 8 |11/23 NTS 8,000
HERAE ’
BS 10012:2009 A HHAEE 4 4 BMEAREL | o | )00 NTS 15,000
BRAR ’
R AE KB AR R P (4R 2R A2) 12 | 11/16-17 NTS 6,600
ENEWIEBABBYRFEEHE> /KB 7 9/29 NTS 3,850
= NEW'JFIJ% H&(Database)u#{:é& T HRGR
X 7 | 10/26 NTS 3,850
i/%ﬁ) ;jpa 34 /2 S
2 NEW'%E@- BZAEREAREEFZAITFERE | 7 | 129 NTS 3,850
‘ SONEW!UER M E RAEILHDZREE NI
P 2 5] 56 7 12/16 NTS 3,850
NIEASERMEREEHIERELE) X 6 | 10/20 NTS 3,300
NI T TR ) ARk 6 | 10027 NTS 3,300
PO 2.0 © H3HFAR ~ BIENS M - BIML L
55 48 1 Ak 6 |124 NTS 3,300
NERFEAL "I Bh L EREAR | B Rk 6 | 128 NTS 3,300
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I g7 :9/11, 17,18, 24, 25
40 11/5, 6, 12, 13, 20 NTS 32,900
&8 :11/7,14,21, 28, 12/5

CISSP 345 M B 3R 42 — K B4R 42
(S %4 A9 > E3RHLE T 2% 4)

F g7 :9/11, 17,18, 24, 25
40 11/5, 6, 12, 13, 20 NTS 29,900
g8 :11/7,14, 21, 28, 12/5

CISSP 335 mt 4 242 — 47 L3042
(S5 wbm > E3RbE 0 2% 4H)

B NEW R A% PR 2 R R S 34T 4§ A% R B 2

3] 7 11/30 NTS 3,850
B RA B FE% A L Mk 6 |9/11 NTS 3,300
T AL T A (EREE) X 6 |9/15 NTS 3,300
¥R RRES K 6 |10/ NTS 3,300
ITAudit | JEF 4 %5 A PKI G2 2445 sk & 6 |10/7 NTS 3,300
WEME | BSEREBERT HB@IEEL) X 6 |10/13 NTS 3,300
1275 |ERP A&4IEFEMEMEH K 6 |10/16 NTS 3,300
SRS E WM RIE BB R E L
(Arbutus 42 /) 6 10/22 NTS 3,300
BERFHREEBRPRAESZEL A 6 |10/23 NTS 3,300
SRR AR BEAT RERAERE R E R
(Arbutus 4 /F) 6 |115 NTS 3,300
WEBEARREESRES K 6 | 1112 NTS 3,300
AREESVHE LA R EEFERNIE =B
6 B 2 1tk 6 1119 NTS 3,300
B PIAEARIL B 3 A& St B ok 6 | 1126 NTS 3,300
SR M AR Rk E LR B A ) N IR AE A% AR 6 121 NTS 3,300

% % sk (Arbutus 3 1)

NEW!L ¥ 3 sk 18 A AR RV 5 6600 A 7 |9p2 NTS 3,850

NEW!E 4 ¥ 8 56 o % 48 285 & 15 ¥ 560 A2 47 7 10/19 NTS 3,850

NEW! & 4% & &} & (Database)$% ¥ 34 2 & K B
%%m%ﬁjﬂﬁ( )iE SR R H KR 7 | 1423 NTS 3,850
AR B BRI MABRRETA 6 9/30 NTS 3,300
BERY | E 2B NALE GER2EEZBAK | 6 | 1045 NTS 3300
P | THEOOEEARNRE TR 6 10/21 NTS 3,300
WA | BRFHATHIRAEEH S FX 6 |10/30 NTS 3,300
MM EREARATH 6 116 NTS 3,300
BEZBEMARBREREN BT 6 |1120 NTS 3,300
NI A B ERA BT E F(ERE) Xk 6 | 1125 NTS 3,300
JE PR 4% 3 2k 5 A (FDA) 4 4t7 & A% 84 75 9% Bk 6 | 1127 NT$ 3,300
AR ILE B F ok 6 |12 NTS 3,300
BHAE | 2 A A TR K 6 | 10729 NTS 3,300

s A

7z 8N B FHR & A ok 6 12/18 NTS 3,300

B4 mk | LAPCIDSS BILEF XA MARBHE AL L FHER
HMEF X | EREME 8 |12/15 NTS 8,000
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Tarwan Chapter
Computer Audit Association
In 5G Era - Audit Innovation and AloT Application

SGISIRACH 2 BT ALOTHE ]

;,',:TW&M T & NTHEENERZE B AL B
G & I loT VSRR 10T (P
& TEBFEBEMEEIFHERRIRE - IS EERIEITE o /LR p
?’%’f & FRIEGFA] « EEMEE - SRS A R AR Bk
il o HEIREIERER CRISP-DM %04
BRG] PR T
— T LB e o e
BRI —CRISP-DMALHE

S+ H_[RBR AR 2 FEikmE

ek LI

AR o EBHEEL R B A A

IR < M e & BITRER - MBREEERERAE S E S PEIFE Tr AR LR T 3%t K7
Aiopetii-paa LRI | LA S E R

U e i o G R St s i 4

e o sl At (il & Cybersecurity and Al — Implications for Internal Auditing

& Critical Analysis and Improvement on Block-chain’ s Security and
Auditing Concerns

& FUTHEEARBEI R BH A BN R

Is BitCoin a reliable FinTech Tool 7

o e
HHTRERAATH ‘
Al

Ts BitCain a reliahle
FinTech Tool?

TR T e fE i € e sEhttps://www. caa. org. tw/publish. php
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Nal 6, 2017 -¥ol 4 - Vol 2 Vol 3- Vol 4, 2018

AEEET22M ISACA Journal

CREAMBIR

Auditing Big Data in Enternrises
HEEATERRERREFES

Applying Alin Application Security,
+RBEERE_CRISP-DMER

The Machine Learning Audit— CRISP-DM Framework

SERBEERIZEN
Innovation'in'the I TiAudit Process

SRR R
AuditingData Privacy,

EMESEREENRE :
The Promises and Jeopardies of Blockchain Technalogy,

AR B B

Vol 4+ val 5, 2018

AAREF2IM ISACA Journal

* LRI H R RN B R A A
Data Governance From the Actuary and
Risk Manage ment Perspectives

« RARAERT.
Why We Failed

* HEE LR
Auditing the'laT
* BRAETIHTENEE
Impacts of Blackchain on the Auditing Profession

o LA R EREN
Bitcoin Boosting Businesses

2] | | 5 ]

v, \? : éjﬁ_za
fig > qef

B L=

& ERBIR L ET
Auditing Big Data in Enterprises
& GHE A TEERERE L %
Applying Al in Application Security
& HEEREETER, —CRISP-DM 444#
The Machine Learning Audit— CRISP-DM Framework
& ERELEEHEGZ R
Innovation in the IT Audit Process
& SRS
Auditing Data Privacy
& EBLBERIEE S Tk

The Promises and Jeopardies of Blockchain Technology

& TEREAT R R s BB R PR B 1R B
Data Governance From the Actuary and Risk Management Perspectives
& LMRTEM Y
Why We Failed
& WA AR
Auditing the [oT
& BB R TR
Impacts of Blockchain on the Auditing Profession
& LURFEE SRR HER B

Bitcoin Boosting Businesses
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2 R{RRVEET] B SN E TH E R EEE HT I I BEEL

EME22IHCEZHNRRE Y - AEBMNEMERE BRI SIE - BFERERFENRT - BEIBRIET - AlE
ROIENN YRR RAR A MEMBEEAREMENMEERE -

ISACA® Bl R EisTEZ IR E R — BN REALMUMNEIRMEAES - REFAERATEUSBHREETEASER
ERERE - FRN - 2REHFZEALTERS  IsSAcAH RPN BREERRETXEBNRA R TEEW
g8 -

i CISA * CISM * CGEITSXCRISCHYFRFE R MM B LR FRHE - SRR EREY » KREEE - EURERZE—
UBENENAT  HFAZEUNENRAARY - WEAGRERAEBBEEBILE(value delivery) B EF M INRVE#E

EERNEFRHBREKBEENZMA(S) - HRRMAENARFERABNTRREN L - THEZSEREMERE
RBEN - EERBERNEMBEEATNEB B EER - REBNERE R LR EEGEBIRIEA LS5 BN EHE
BilTaaIRIES - ISACARRDRE IS B (B IEAVBEIEK - ISACAI IR AR A E A p BA 2 = KRB

Py Certified Information

- BIRENEE N L% ;R cisA Eemomaion  ((eygpy g ormat
- TS B A S RRT s

An ISACA” Certification

EERRBIM TR EPIEL - ISACARENRE ! C

An ISACA® Certification

« BEEFPHSHMERAETH B M A TS 48 ERERRREEA
WMOENEEZHNER Certified in the Certified in Risk

N s CGEIT Governance of CRISC and Information

SHRFISACARR RS #81L : www.isaca.org/certification-success Enterprise IT Systems Control

|SACAE?DJ\ E‘YEY SI:IiB Fﬁ ‘ Cerﬁﬁcaﬁon@isaca.org An ISACA® Certification An ISACA® Certification
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B B B AR EALEN (CISA) TETE X TR

Y0E)EE M= BB (CPA) B/ A SEE BB (CAFE B ET PRITI— A%

AR B RN B F R R IB B ARD R B PR IR S iRV T
- EEFERANESARENESZETREAT - BYERBLRAREEE
BORTTR - UEREM RSN EHBMEEE -

B8l PR BB F FE 1Z Al 5 BB (Certified Information Systems Auditor® , CISA®) 2B
EBERNRE  BLEBCSAKR - CHWEEZESIIEMRBERRE -
CISAFE BBig BN EEE B R EREE - BREBIRK  ERE
Bt RERFERASE  RRIEHEMDURHEEEENSTEMNE - 58
- EREA TSR -

CISARRE R RN BE R EEAFROREZ - 1ZF - EZEE
MR AIEEE - EE LEFSBUMNHEDIEL - W0
B Z 2 E 52 E E (Information Security Media Group, ISMG)
NEEFREBRAE  CSABERHZENERIRIEFH
HFERSNRE -

R3S ERE - IRSCSARRE RERR o iZENEEE
IR . M E#162{EEXA#218 100,000 IMNEEATES
IEIEEDEE -

BRNTAASANEXRTIEEHIER - WiIRHB—FREAHOIEE -

SRENEALZEEXR B - RARPESR

BERENLZE2EEEEATHTKEZIRED TANEE - BEEREERNE
Z #4838 A (Certified Information Security Manager® , CISM®) 2@ —IBE EMZ
TEE FRIRARAEE  IRNEEVNAREER R AR ICIRE K
HZNEBENESEE  AOSMUIBRITEINENLETERR/EER -
REENLZEZERBNERME - FAEREMNZERE - cIsMaE Bl &
RN EXENLEETE - A EAMERE -

ESCISMIVEZE A TR EZEREK - B @ = ERAMERE M
TERTENLZEEK - OSMBAEZEBRENLZENEREIE - @
MEBEMZENZMRREETE TEH KR -

CIsM ERE RREESHWAEB N ERBRSER - AINERITRN
17775201 2F Foote PartnersB) & 7l i AL L2 78 BR S A 20 (1T

Skills and Certifications Pay Index™ ,ITSCPI)SigH, - CISMIF4E
WA RS AR REINENREZ— -

FEiBE13EFEE - HRIEA#EE21,300UFEA LB CsMBE -
ARNBASMWEXET/E/EZEER - WiIEE S —FXEFHMW SR -

» Certified Information

C l SA Systems Auditor’
—f_

An ISACA® Certification

B
BERENEEYEMRGIEAD -

DR REREMREE
ALt

BRER
ROEE) LEMFRGE N
ez~ 74 - RENZ 2 TIEKER -

KERER L AR =(3)4F °

= S E B (%)

LEMASREZME (21%)
2EMBBOREEER (17%)
JEMBHEG « FIREEE (12%)
LEMARNEBNEEEENE (23%)
5.EMEERIRE (27%)

Certified Information

C|SMQ Security Manager’
—*_—

An ISACA® Certification

B
SREE - [ET  BEENRELRRE
ENREMAERFT

BRER
HOEEU LEEMZ2EE TFLER -

BRI Z AR (2)F -

£ 5\ S5 E B I(%)

1LEMELERIRIE (24%)
2.EMEREIRE (30%)
BEMEZREEIFREEIE (27%)
4ENL2EHEE (19%)
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BRRETINGIMELBRENENRERS)  BREXERREER
EEN - REAERRURERTERE - WHRBERINSHEE
ETBUENKRIE - MEBEFEER 7 cerT - KoL REBREFRAE

IEEE

B P& 1+ 25 E =1 J8 3B B (Certified in the Governance of Enterprise IT®
LCGET)ROUMEBZEANTEBHREEENSENRABEREREZ
FIRHEBIARER - FA—ICGEITHNEEA LT - R EIBTEBTE—E
ABPEFAENEE - HERBEZEEMIVERE - WRIILmEA
EENEE -

CGEITEEATEBE AR IUEBENENABERIEEUS
RIS RERV AN A B ISR - HFTREMAE B E
CGEITHEZEATEHA " Csuite; SFELKIBA -
EH2008FE LUK - BB #8i185,000/F % A\ TEVECGEITRRE °

BRNMABCGETHNEETFEHIRE - WIELE—SXAHWIEE -

HRUENEEE - EERVEZEERRIETRKAHNER - T
KEEMEAREEHRNEEBERRRBEENEXZEZREEN -

R & AT JE P2 2275l B (Certified in Risk and Information Systems Control™ ,

CRISC™) ZME—E B EMEAMREEER A TRRBRZRNERE A
ENRAREEENEREEEPERRERE - DUAREESESIE
R -

CRISCE & HT HAABEIET % - BAEHERIEM B E MR &/
BEEREENZEEAL - CRISCRRRIEMETENEENEFR
RARRE L RAFERIEHRS  THECEEHSTNERERE
2, BAARSHATEEEERAREZNMEMELD - WEEEHBR
B AR ZE LA ANEENAEERANEERSENEEE -

2012%Foote PartnersfY & F 1 55 EA 58 BR #R AM 5 £51( 1T Skills and
Certifications Pay Index™ ,ITSCPI) - CRISCEBERI10ZHERS
MR Z— »

H20105FLIK - EA#E#B16,000IF A THUSCRISCRREE °
BRNTMACRISCHERETEEEIER - WIEEEB—FFXEHNIEE -

Certified in the
Governance of

CGEIT Enterprise IT”
_*_

An ISACA® Certification

B
CCGEITHRESEX ABMEMASUAE
RAFIE B H N EERETRE -

BIRER
AOEFEEULEEREEAR &
EREMBHER A EAVAEER -

KBRS AR — ()4 -

2 B [ EIE(%)
TEERREIEE (40%)
2LEMBHEEIR (15%)
3MAMEIR (26%)

4. B EAE( (19%)

Certified in Risk
. and Information

CRISC Systems Control”

An ISACA® Certification
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=EMEE) EER R AR R
&R T AT -

BTHECREBSNERTTE -

1.E MR R R (27%)

2. EFRHY R e TE (28%)
3.JE kROl EELRE 85 (23%)

4.8 S RN B EA SR 4 (22%)
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